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Ctek npotokosioB TCP/IP

2 NMpeacraBuTeNbCKUM XML, XDR, ASN.1, SMB, AFP

4 TpaHCNOPTHLIN TCP, UDP, RTP, SCTP, SPX, ATP, DCCP, GRE

6 KaHanbHbIN Ethernet, Token ring, PPP, HDLC, X.25, Frame
relay, ISDN, ATM, MPLS, Wi-Fi




MIHTepeCHO, HO HY>XHO TOJ1bKO
cneunanmcTam

Ba)XHO TONbKO 3aNOMHUTb, YTO 3Ta MOAETb
NO3BONSAET «OTBA3aTb» NOSfIb30BaTENbCKOE
NPUNOXeHNe OT TEXHOMOIMNN nepenayn
OAHHbIX.

[1aHHble MOTyT NepeaaBaTbCA NO NpoBoAaMm,
paguo, onTuKe, nasepy, N 3TO HUKAK He
NOBNUSAET Ha UCMONb3YyoLLEee UX
NpuUnoXxeHue.

#




|IP-agpec — yHUKanbHbIN agpec
KOMMNblOTEPA B CETU

XXX XXX XXX XXX — cbopmart agpeca.
Hanpumep: 192.168.0.1

CeTeBasi Macka CnyXxuT On4a BblAeNeHns: CETEN.
Hanpumep: 255.255.255.0

Appeca cetun: 192.168.0.1 — 192.168.0.254
Broadcast (Bcem-Bcem) 192.168.0.255

127.0.0.1 — obpalwiaemcsi K camomy cebe




PaboTaeT 31O TaK

1. EcTb kOMniblOTEP 192.168.0.1 255.255.255.0
2. Hy>kHO nepegatb gaHHble Ha 192.168.0.10

3. [Nocbinaem 3anpoc Ha agpec 192.168.0.255
(«3n, a 'y koro 3geckb |IP 192.168.0.10»)

4. OQuH N3 KOMMbIOTEPOB OTBEYAET «A BOT Y MEHSAY.

5. Tenepb MOXHO NepegaTtb JaHHbIE.




PORT — raBaHb ceTeBOro npoTokona

Ha KoMmnbloTepe 3anyueHo HeCKOMbKo nporpamm. Kak
00paTUTBLCH K KAKON-TO KOHKPETHOWN?

Obpallaemca K nopry.

192.198.0.1:80 - ato 80-1 nopt
192.198.0.1:25 - 310 25-1 NopT

3anpoc naeTt Toxe ¢ onpegenieHHoro nopTa

192.168.0.10:3216 -> 192.168.0.1:80

3anpoc Ha 80-in nopt. OTBET npuaeT Ha 3216-n nopT

%




[lopTbl cTaHOAPTU3NPOBAHDI

.25 — NMOoYTOBLIN CepBep
.22 — SSH-cepBep

:80 — Beb-cepBep

110 — pop3-cepBep
:3306 — mysq|




CTtatunyeckas mapLupyTmsayms

Ecnn mapwipyTbl HE MEHAKTCA — 3TO
cTaTnyeckaa MapLupyTmnsauns

Ecnun meHsaTca — AnHamMmunyeckas

%



GATEWAY — popora B MUp

Y KaXkgoro KomnbloTepa ecTb gateway —
Ip-aApec Ha KOTOPLIN HYXXHO
OTNpaBnATb 3anpockl C aapeCcom
Ha3Ha4YeHNAa He N3 CBOEWN CETMW.

%



PaboTaeT 31O TaK

192 .168.0.1

gateway 192.1658.0.8

192.168.0.8

gateway 189,45 781

189.45.75.1

Staisiany 1F‘?.2.F‘.;!

167.2.6.8

|
= L= LR




HemapLlipyTusmnpyemsie ceTu

192.168.0.0/16
172.16.0.0/12
10.0.0.0/8

OTO TONbKO ONS YaCTHbIX ceTeun, bes
BbIXOJda B «MUPY.




NAT — BbIXoO4 B «MUP»

192.168.0.1:3212 -> 88.67.43.1:80
[1lpoBanaep Bblaan agpec 217.78.56.3

1. 192.168.0.1:3212 -> gateway 192.168.0.8:80

2. NAT npeobpasyeTt
192.168.0.8:80 -=> 217.78.56.3:3456

3.217.78.56.3:3456 -> nHTepHeT ->88.67.43.1:80

OTBeT naeTt B obpaTHOM nopsgke



PING — npoBepsieM OOCTYMNHOCTb

TARVOS $ ping techart.ru

PING techart.ru (62.113.122.116): 56 data bytes

64 bytes from 62.113.122.116: icmp_seq=0 ttI=58 time=33.732 ms
64 bytes from 62.113.122.116: icmp_seq=1 ttI=58 time=29.915 ms
64 bytes from 62.113.122.116: icmp_seq=2 ttI=58 time=30.183 ms
64 bytes from 62.113.122.116: icmp_seq=3 ttI=58 time=41.103 ms
64 bytes from 62.113.122.116: icmp_seq=4 ttI=58 time=30.630 ms
64 bytes from 62.113.122.116: icmp_seq=5 ttI=58 time=31.329 ms
C

--- techart.ru ping statistics ---

6 packets transmitted, 6 packets received, 0.0% packet loss
round-trip min/avg/max/stddev = 29.915/32.815/41.103/3.913 ms




TRACEROUTE — cmoTpum mapLupyT

TARVOS $ traceroute -n yandex.ru

traceroute to yandex.ru (213.180.204.11), 64 hops max, 40 byte
packets

192.168.7.2 2.607 ms 1479 ms 1419 ms

192.168.1.27 0.109 ms 0.111 ms 0.087 ms
194.186.243.193 0.676 ms 0.541 ms 0.540 ms
194.186.156.218 4.700 ms 4.771 ms 4.739 ms
194.186.156.218 4.710 ms 4.735 ms 4.671 ms
193.232.246.93 5412 ms 5.339 ms 5.469 ms
213.180.204.11 5.650 ms 5.516 ms 5.383 ms

TARVOS $

NOOTh~WN -

4




DNS — nerye 3anoMHuUTb

vashdom.ru = 62.113.122.120




Kak aTo paboTaet

TH2. 113,122,116

vashdomdu - ¢
K.To 3HaeT o wvashdom.ru 7

£2.113.122.116




Host — y3HaeM Ip-agpec

TARVOS1 # host vashdom.ru
vashdom.ru has address 62.113.122.120
TARVOS1 #




Whois — Brnagenewl AO0MeHa

He ctaHoapTu3smpoBaHa
He Bcerga oocToBepHa
He Bcerga goctynHa

HO!!

Hu4yero nyJile Her.




[Ipumep whois

TARVOS1 # whois vashdom.ru

domain: VASHDOM.RU

type: CORPORATE

nserver: ns.techart.ru.

nserver: ns2.techart.ru.

state: REGISTERED, DELEGATED
person. ALEXANDER YV DYNAEV
phone: +7 4872 211296

fax-no: +7 4872 211296

e-mail: arzhanov@techart.ru
registrar: RUCENTER-REG-RIPN
created: 1999.12.22

paid-till: 2010.01.01

source: TC-RIPN

Last updated on 2009.02.18 16:28:06 MSK/MSD

TARVOS1 #




Hanbdonee nonesHble
NPOTOKOSb




Telnet — npocTo nepenaem TeEKCT

Telnet <ip-agpec> [port]

[To-ymon4yaHuio 3anyckaetca shell

%



http

TITAN $ wget -d http://techart.ru

---request begin---
GET/HTTP/1.0
User-Agent: Wget/1.11
Accept: */*

Host: techart.ru
Connection: Keep-Alive
---request end---

HTTP request sent, awaiting response...




---response begin---

HTTP/1.1 200 OK

Server: nginx/0.5.31

Date: Wed, 18 Feb 2009 13:38:07 GMT

Content-Type: text/html

Connection: close

Last-Modified: Wed, 18 Feb 2009 13:38:07 GMT

Set-Cookie: PHPSESSID=90cb0ef6c708e27aca535fe30fead6fd;
path=/

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-
check=0, pre-check=0

Pragma: no-cache

---response end---




SMTP

[lpocTon NpoTOKON Nepenayn noYThbl

O

le Tak Bce npocTol!ll

%



MX — Kyga otnpasutb???

TITAN $ host vashdom.ru

vashdom.ru has address 62.113.122.120
vashdom.ru mail is handled by 10 mx2.techart.ru.
vashdom.ru mail is handled by 20 mx3.techart.ru.
vashdom.ru malil is handled by 5 mx.techart.ru.
TITAN $




$ telnet mx.techart.ru 25

Trying 194.186.243.194...

Connected to mx.techart.ru.

Escape character 1s '*]'.

220 mx.techart.ru ESMTP Sendmail 8.14.1/8.13.6; Wed, 18 Feb 2009 16:45:03
+0300 (MSK)

helo srv1.techart.ru

250 mx.techart.ru Hello srvl.techart.ru [62.113.122.116], pleased to meet you
mail from: root@srv1.techart.ru

250 2.1.0 root@srvl.techart.ru... Sender ok

rcpt to: garagaty(@techart.ru

250 2.1.5 garagaty@techart.ru... Recipient ok

data

354 Enter mail, end with "." on a line by itself

hello garagaty!!!

250 2.0.0 n1ID;3gX051428 Message accepted for delivery
quit

221 2.0.0 mx.techart.ru closing connection

Connection closed by foreign host.




POP3

TITAN $ telnet pop3.techart.ru 110

Trying 192.168.4.4...

Connected to pop3.techart.ru.

Escape character is ']".

+OK POP3 dione-old.sdmz.intranet 2004.89 server ready
USER lenya

+OK User name accepted, password please
PASS XXXXXXXXXX

+0OK Mailbox open, 1 messages

list

+0OK Mailbox scan listing follows

1 1080




Ftp — File Transport Protocol

TITAN $ ftp techart.ru

Connected to techart.ru.

220 srv1.techart.ru FTP server (Version 6.00LS) ready.
Name (techart.ru:lenya): lenya

331 Password required for lenya.

Password:

230 User lenya logged in.

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> help

Commands may be abbreviated. Commands are:

I d set xferbuf
dir less msend quit site

ftp>
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