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×òî òàêîå SSH

Ïðîòîêîë, îáåñïå÷èâàþùèé øèôðîâàíèå ñåòåâîãî òðàôèêà

Äâå íåñîâìåñòèìûå âåðñèè: SSH-1 (1995) è SSH-2 (2000)

Çàìåíà telnet, ftp, rlogin, rsh, rcp

Ñóùåñòâóåò ïðàêòè÷åñêè äëÿ âñåõ ïëàòôîðì

OpenSSH � íàèáîëåå ðàñïðîñòðàíåííàÿ ðåàëèçàöèÿ

Ýôôåêòèâíûé SSH 2



Университет Текарт

Àðõèòåêòóðà êëèåíò-ñåðâåð
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Àòàêè, ñâÿçàííûå ñ ïîäìåíîé èäåíòè÷íîñòè

MIDM: man in the middle attack

IP spoo�ng àòàêóþùèé îòñûëàåò ñâîè ïàêåòû, ñèìóëèðóÿ, ÷òî
îíè ïðèøëè ñ äðóãîãî êîìïüþòåðà

DNS spoo�ng àòàêóþùèé ôàëüñèôèöèðóåò çàïèñè DNS

...

Äîâåðÿé, íî ïðîâåðÿé: íåëüçÿ äîâåðÿòü ñåòè, íåîáõîäèìî
ïðîâåðÿòü èäåíòè÷íîñòü õîñòîâ
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Ïðîâåðêà èäåíòè÷íîñòè õîñòà

Ïðè óñòàíîâêå ñåðâåðà ãåíåðèðóþòñÿ êëþ÷è:
/etc/ssh/ssh_host_key, /etc/ssh/ssh_host_key.pub

Êëþ÷è èñïîëüçóþòñÿ ïðè óñòàíîâêå ñîåäèíåíèÿ

Èäåíòèôèêàòîð ñåðâåðà: õåø åãî êëþ÷à õîñòà, äîáàâëÿåòñÿ
â known_hosts:
The authenticity of host 'ssh1.techart.ru (194.186.243.194)' can't be established.
DSA key fingerprint is 7f:a8:b2:84:2a:c2:34:af:d4:d3:4a:4b:2e:eb:55:50.
Are you sure you want to continue connecting (yes/no)?

Ñìåíà õîñòà ⇒ ñìåíà îòïå÷àòêà ⇒ ïðåäóïðåæäåíèå

Ïîëó÷åíèå îòïå÷àòêà íà ñåðâåðå ïîñëå ëîãèíà:
ssh-keygen -l -f /etc/ssh/ssh_host_rsa_key.pub
1024 7f:a8:b2:84:2a:c2:34:af:d4:d3:4a:4b:2e:eb:55:50
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Õðàíåíèå èäåíòèôèêàòîðîâ õîñòîâ

/etc/ssh/ssh_known_hosts çàïîëíÿåòñÿ àäìèíèñòðàòîðîì

~/.ssh/known_hosts çàïîëíÿåòñÿ àâòîìàòè÷åñêè

Ôîðìàò: HOSTNAMES BITS EXPONENT MODULUS| {z }
HOST PUBLIC KEY

COMMENT

HOSTNAMES

ñïèñîê øàáëîíîâ èìåí õîñòîâ ÷åðåç çàïÿòóþ (* è ?);

ìîæíî çàïðåùàòü îòäåëüíûå õîñòû ñ ïîìîùüþ !;

èèÿ õîñòà ìîæåò õðàíèòüñÿ â âèäå õåø-ñòðîêè äëÿ
ïîâûøåíèÿ áåçîïàñíîñòè.
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Ìåòîäû àóòåíòèôèêàöèè

Password Ïàðîëüíàÿ àóòåíòèôèêàöèÿ

Host Based Àóòåíòèôèêàöèÿ ïî àäðåñó êëèåíòà ñ ïðîâåðêîé
ïîäëèííîñòè

Public Key Àóòåíòèôèêàöèÿ ñ èñïîëüçîâàíèåì ïóáëè÷íîãî
êëþ÷à

Äðóãèå ìåòîäû: Kerberos, LDAP è ò.ä.
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Ïàðîëüíàÿ àóòåíòèôèêàöèÿ

Ìåðû ïðåäîñòîðîæíîñòè:

ïàðîëü ïåðåñûëàåòñÿ â çàøèôðîâàííîì âèäå;

âûïîëíÿåòñÿ ïðîâåðêà èäåíòè÷íîñòè õîñòà;

Íåäîñòàòêè:

Ïàðîëü äîëæåí áûòü äîñòàòî÷íî ñëîæíûì, äëÿ
ïðîòèâîäåéñòâèÿ ïîäáîðó;

Åãî íåîáõîäèìî ââîäèòü ïðè êàæäîì ïîäêëþ÷åíèè;

Ïîñëå ïîïàäàíèÿ íà ñåðâåð òåîðåòè÷åñêè ìîæåò áûòü
ïåðåõâà÷åí, åñëè ñåðâåð ñêîìïðîìåòèðîâàí.

Àâòîìàòè÷åñêèé ââîä ïàðîëÿ, íàïðèìåð, sshpass � ïëîõî.
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Àóòåíòèôèêàöèÿ ïî àäðåñó êëèåíòà

Êëèåíòñêèå èìÿ õîñòà è ó÷åòíàÿ çàïèñü äîëæíû áûòü â
ñïèñêå äîâåðåííûõ õîñòîâ:

/etc/hosts.equiv

/etc/ssh/shosts.equiv

~/.rhosts

~/.shosts

Ñåðâåð îáÿçàí ïðîâåðèòü èäåíòè÷íîñòü êëèåíòà ïî åãî
êëþ÷ó:

/etc/ssh/ssh_known_hosts

~/.ssh/known_hosts
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Àóòåíòèôèêàöèÿ ñ èñïîëüçîâàíèåì ïóáëè÷íîãî êëþ÷à

1 Êëèåíò ïîñûëàåò ñåðâåðó çàïðîñ íà ñîåäèíåíèå;

2 Ñåðâåð èäåíòèôèöèðóåò õîñò êëèåíòà;

3 Ñåðâåð êîäèðóåò ñëó÷àéíóþ ñòðîêó ñ ïîìîùüþ public key;

4 Êëèåíò äåêîäèðóåò ñòðîêó ñ ïîìîùüþ private key;

5 Êëèåíò êîìáèíèðóåò åå ñ èäåíòèôèêàòîðîì ñåññèè,
õåøèðóåò è ïîñûëàåò íà ñåðâåð;

6 Ñåðâåð ïðîâîäèò àíàëîãè÷íûå âû÷èñëåíèÿ;

7 Åñëè ðåçóëüòàò ñîâïàë � àóòåíòèôèêàöèÿ ïðîøëà óñïåøíî.

Private íå ïîêèäàåò êëèåíòà, public íå íóæäàåòñÿ â çàùèòå.
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Ãåíåðàöèÿ êëþ÷åé

$ ssh-keygen -t {dsa,rsa}

Ðåçóëüòàò:

~/.ssh/id_dsa ~/.ssh/id_dsa.pub

~/.ssh/id_rsa ~/.ssh/id_rsa.pub

Äîïîëíèòåëüíàÿ ìåðà áåçîïàñíîñòè: ïàðîëüíàÿ ôðàçà.

ñíèæàåò ðèñê â ñëó÷àå ïîõèùåíèÿ ëè÷íîãî êëþ÷à;

ââîä ìîæíî àâòîìàòèçèðîâàòü (ssh-agent);

èñïîëüçîâàòü ïóñòóþ ôðàçó íå ðåêîìåíäóåòñÿ.
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Óñòàíîâêà ïóáëè÷íîãî êëþ÷à íà ñåðâåð

Çàõîäèì ñ ïàðîëåì, äîáàâëÿåì êëþ÷ â ôàéë
.ssh/authorized_keys

Òî æå ñàìîå, íî àâòîìàòè÷åñêè: ssh-copy-id.

ssh-copy-id [-i [identity_file]] [user@]machine
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Íàñòðîéêà ïàðàìåòðîâ êëèåíòñêèõ ñåññèé

authorized_keys � íå ïðîñòî ñïèñîê êëþ÷åé, íî è âîçìîæíîñòü
íàñòðîéêè ïàðàìåòðîâ ïîäêëþ÷åíèÿ.

Ôîðìàò: OPTIONS KEY TYPE BASE64 PUBLIC KEY COMMENT

OPTIONS

command ïðèíóäèòåëüíî çàïóñêàòü óêàçàííóþ êîìàíäó;

from ÿâíîå óêàçàíèå ñïèñêà õîñòîâ, øàáëîíû;

environment óñòàíîâêà çíà÷åíèé ïåðåìåííûõ ñðåäû;

permitopen ïåðåíàïðàâëåíèå òîëüêî äëÿ ïîðòîâ èç ñïèñêà;

...

Ìîæíî îäèí õîñò � íåñêîëüêî êëþ÷åé, ðàçíûå íàñòðîéêè.
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Ïðèíóäèòåëüíîå âûïîëíåíèå êîìàíäû â authorized_keys

Óêàçàííàÿ ïîëüçîâàòåëåì êîìàíäà è shell íå âûïîëíÿþòñÿ.

Ìîæíî èñïîëüçîâàòü ðàçëè÷íûå êëþ÷è äëÿ ðàçëè÷íûõ
êîìàíä:

command="/usr/bin/uptime",no-port-forwarding...

command="/etc/init.d/apache restart",no-port...

Â ñîáñòâåííûõ ñêðèïòàõ, îðèãèíàëüíàÿ âûçâàííàÿ êîìàíäà
äîñòóïíà êàê ïåðåìåííàÿ $SSH_ORIGINAL_COMMAND.
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SSH Agent

Åñëè private key íå çàùèùåí ñ ïîìîùüþ ïàðîëüíîé ôðàçû, åãî
ìîãóò óêðàñòü è èñïîëüçîâàòü ñ äðóãîé ìàøèíû.

Íåóäîáñòâà:

ïðè êàæäîì ïîäêëþ÷åíèè íàäî çàíîâî ââîäèòü ôðàçó;

íåëüçÿ àâòîìàòè÷åñêè çàïóñêàòü ïðîöåññû.

Âûõîä: ssh-agent

Çàïóñêàåòñÿ êàê äåìîí;

Êëþ÷è äîáàâëÿþòñÿ ñ ïîìîùüþ ssh-add;

Íåçàøèôðîâàííûå êëþ÷è � òîëüêî â ïàìÿòè;

Äî÷åðíèå ïðîöåññû òîæå èñïîëüçóþò àãåíò.
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Èñïîëüçîâàíèå SSH Agent

Âàðèàíòû çàïóñêà:

äëÿ òåêóùåãî shell: eval `ssh-agent`;

îòäåëüíûé shell: ssh-agent bash;

ëþáàÿ ïðîãðàììà, íàïðèìåð îêîííûé ìåíåäæåð èëè
äåñêòîïíîå îêðóæåíèå;

ñêîðåå âñåãî, óæå çàïóùåí â âàøåé äåñêòîïíîé ñèñòåìå.

ssh-add � äîáàâëåíèå, óäàëåíèå è ïðîñìîòð ñïèñêà êëþ÷åé

$ ssh-add

Enter passphrase for /home/max/.ssh/id_rsa:

Identity added: /home/max/.ssh/id_rsa
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Ñòàíäàðòíûå âîçìîæíîñòè

Óäàëåííûé shell:

$ ssh max@ssh1.techart.ru

Óäàëåííîå âûïîëíåíèå êîìàíä:

$ ssh max@ssh1.techart.ru 'ls -l'

Áåçîïàñíîå êîïèðîâàíèå:

$ ssh scp max@ssh1.techart.ru:backup.tgz .

sftp � áåçîïàñíûé àíàëîã ftp:

$ sftp max@ssh1.techart.ru

sftp> ls
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ProxyCommand - ðàáîòà ÷åðåç ïðîêñè

Çàäà÷à: ïîëó÷èòü äîñòóï ê ìàøèíå çà ôàéðâîëîì.

Ðåøåíèå: ~/.ssh/config

Host rd.techart.intranet

ProxyCommand=ssh ssh1.techart.ru /usr/bin/nc %h 22
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Port Forwarding

SSH ïîçâîëÿåò ñòðîèòü çàùèùåííûå òóííåëè äëÿ ðàçëè÷íûõ
ñåòåâûõ ïðîòîêîëîâ.

Çà÷åì:

Äîñòóï ïî ïðîòîêîëàì SMTP, IMAP, LDAP ÷åðåç ôàéðâîë,
çàïðåùàþùèé íåïîñðåäñòâåííûé äîñòóï.

Èñïîëüçîâàíèå SMTP-ñåðâåðà ïðîâàéäåðà äàæå çà
ïðåäåëàìè åãî ñåòè;

Øèôðîâàíèå äàííûõ äëÿ ïðåäîòâðàùåíèÿ èõ ïåðåõâàòà;

Ðàáîòàåò òîëüêî äëÿ TCP, ñ UDP-ñåðâèñàìè òàê ðàáîòàòü
íåëüçÿ.
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Port Forwarding: ñõåìà ðàáîòû

host-a$ ssh -L P:locahost:W host-b
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Local vs Remote Forwarding

Local êëèåíòñêîå ïðèëîæåíèå íà ñòîðîíå SSH-êëèåíòà,
ñåðâåð � íà ñòîðîíå SSH-ñåðâåðà.

ssh -L <localport>:<dest-host>:<dest-port>

Remote êëèåíòñêîå ïðèëîæåíèå íà ñòîðîíå SSH-ñåðâåðà,
ñåðâåð � íà ñòîðîíå SSH-êëèåíòà.

ssh -R <remoteport>:<dest-host>:<dest-port>
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Local Forward: ïðèìåð

Çàäà÷à: çàáèðàòü èç äîìà ïî÷òó ñ êîðïîðàòèâíîãî
pop3-ñåðâåðà, çàêðûòîãî ôàéðâîëîì.

Êîìàíäíàÿ ñòðîêà:

$ ssh -L 10010:pop3.techart.intranet:110 ssh1.techart.ru

Èëè ~/.ssh/config:

HostName pop3.techart.intranet

HostName ssh1.techart.ru

LocalForward 10010:pop3.techart.intranet:110

Àäðåñ ñåðâåðà â ïî÷òîâîì êëèåíòå: localhost:10010
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Remote Forward

Çàäà÷à: ïîëó÷èòü ñ ðàáîòû äîñòóï ê äîìàøíåìó êîìïüþòåðó, ó
êîòîðîãî äàæå íåò ñòàòè÷åñêîãî IP-àäðåñà.

Íà äîìàøíåé ìàøèíå çàïóñêàåì è îñòàâëÿåì:

$ ssh -R 10022:localhost:22 ssh1.techart.ru

Ïðèõîäèì íà ðàáîòó è íà ñâîåé ðàáî÷åé ìàøèíå:

$ ssh -p 10022 ssh1.techart.ru

Ìû ïîëó÷èëè óäàëåííûé shell íà äîìàøíåé ìàøèíå.
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×òî ÷èòàòü

OpenSSH

SSH, The Secure Shell: The De�nitive Guide, 2nd ed.

Pro OpenSSH

Getting Started With SSH

Practical SSH Encryption, Tunneling and Automation

SSH Links
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http://www.openssh.com/
http://oreilly.com/catalog/9780596008956/
http://www.apress.com/book/view/9781590594766
http://kimmo.suominen.com/docs/ssh/
http://http://www.ifokr.org/bri/presentations/lfnw-2004/
http://www.estoile.com/links/ssh.htm
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